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Abstract − Vehicle-to-Everything (V2X) communication is a cornerstone technology in modern Intelligent Transportation 
Systems (ITS), enabling real-time data exchange between vehicles, infrastructure, pedestrians, and networks. V2X 
enhances road safety, traffic management, and driving experience, contributing to the global vision of connected and 
autonomous transportation. This paper presents a comprehensive overview of V2X communication, detailing its key 
components, types, and technological standards, including Dedicated Short-Range Communication (DSRC), LTE-V2X, 
and 5G. We explore current applications of V2X, such as safety enhancements, traffic optimization, infotainment, and 
environmental sustainability, and discuss significant challenges in deployment, including technical limitations, security 
and privacy concerns, and infrastructure requirements. Furthermore, this study examines future directions in V2X, 
emphasizing the role of 5G, edge computing, AI integration, and the implications for electric and autonomous vehicles. 
Realizing V2X's full potential requires robust policy support, international standardization, and infrastructure 
investments, particularly in countries with varying levels of technological maturity. This paper provides insights into the 
evolution of V2X and outlines critical considerations for advancing toward a safer, more efficient, and sustainable global 
transportation ecosystem 
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I. INTRODUCTION  
In recent years, communication technologies have 

transformed various industries, with a significant impact on 
the transportation sector. One of the most notable 
advancements in this field is Vehicle-to-Everything (V2X) 
communication[1], which allows vehicles to communicate 
with each other and with infrastructure, pedestrians, and 
broader network systems. V2X communication is a critical 
element within ITS[2] aimed at improving safety, 
efficiency, and sustainability in modern transportation[3]. 

V2X communication enables real-time data exchange 
among connected vehicles, allowing them to share 
information on speed, location, road conditions, and 
potential hazards. The capability supports the development 
of autonomous vehicles and connected vehicle networks, 
which rely on such data to make informed decisions in 
complex traffic environments[4]. By fostering an 
interconnected transportation ecosystem, V2X helps to 
reduce accidents, optimize traffic flow, and minimize 
environmental impacts by reducing congestion and idling 
times[5]. Countries have started implementing V2X 
technologies to enhance road safety and traffic 
management. For instance, Japan has widely deployed 
Dedicated Short-Range Communications (DSRC) 
technology, enabling Vehicle-to-Infrastructure (V2I) 
interactions that assist drivers in detecting traffic signals 
and pedestrians, especially in challenging weather 
conditions[6]. In Europe, Germany has introduced 
Cooperative Intelligent Transport Systems (C-ITS) based 
on cellular V2X (C-V2X) technology, which supports real-
time traffic data exchange among vehicles, providing route 
adjustments and early warnings of potential collisions[7]. 

Meanwhile, the United States has integrated V2X solutions 
in specific urban centers, such as Ann Arbor, Michigan, 
where connected intersections improve signal timing based 
on traffic density[8]. 

The motivations for implementing V2X 
communication extend beyond convenience; the 
technology has critical implications for safety, efficiency, 
and environmental sustainability in urban and rural 
transportation networks. Road safety is a significant 
concern globally, with the World Health Organization 
estimating that approximately 1.3 million people die in 
traffic accidents each year. V2X communication can help 
reduce these fatalities by enabling vehicles to receive 
timely warnings about potential dangers, such as sudden 
braking, lane changes, or obstacles on the road[9]. The 
growing problem of traffic congestion has economic and 
environmental costs. According to the Texas A&M 
Transportation Institute, in 2021, Americans spent an 
estimated 3.4 billion hours stuck in traffic, leading to 
increased fuel consumption and carbon emissions[10]. 
V2X solutions, which allow vehicles to communicate with 
traffic lights and other infrastructure, can help mitigate this 
problem by coordinating vehicle movement, thereby 
reducing congestion, travel times, and overall 
emissions[11]. For instance, adaptive signal control 
systems in cities like Los Angeles have shown measurable 
travel time and emissions reductions through V2X-based 
traffic optimization[12]. 

Despite its advantages, implementing V2X has 
challenges, including technological, infrastructural, and 
regulatory barriers[13]. For example, Japan's DSRC 
implementation provides reliable short-range 
communication but lacks the coverage required for long-
distance connectivity, limiting its scalability. On the other 
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hand, Europe's C-V2X system, though capable of 
supporting high data rates and extensive coverage, requires 
a robust 5G infrastructure, which involves significant costs 
and regional cooperation. The effectiveness of V2X 
systems also hinges on interoperability across 
manufacturers and countries, posing an additional 
challenge for global standardization[14]. 

The study aims to provide a comprehensive yet concise 
overview of V2X communication. It explores the 
technology’s evolution, from early systems like DSRC to 
more advanced LTE-V2X and 5G-enabled C-V2X. 
Additionally, the paper delves into the types of V2X 
communication, such as V2V, V2I[15], Vehicle-to-
Pedestrian (V2P), and Vehicle-to-Network (V2N). Each 
type plays a distinct role in creating a cohesive and 
intelligent transportation system[16]. The discussion will 
also cover technological standards and protocols in V2X, 
including DSRC and C-V2X, analyzing their respective 
advantages and limitations. The paper will then explore 
various applications of V2X, from safety enhancements 
like collision avoidance to traffic management solutions, as 
well as the system's impact on infotainment and 
environmental sustainability. Finally, the challenges 
hindering widespread adoption will be discussed, such as 
latency, cybersecurity, infrastructure requirements, and 
regulatory constraints. The objective is to highlight the 
current state of V2X communication and identify potential 
research directions that can address existing limitations and 
pave the way for fully autonomous, connected 
transportation networks..   

II. OVERVIEW OF V2X COMMUNICATION  
V2X communication represents an integrated suite of 

technologies that allow vehicles to communicate with 
various entities in their environment, including other 
vehicles (V2V), infrastructure such as traffic lights and 
road signs (V2I), pedestrians and cyclists (V2P), and 
broader network infrastructures (V2N). This multi-
dimensional communication capability enhances 
situational awareness and supports decision-making for 
both human drivers and autonomous driving systems[17]. 
By transmitting real-time information about a vehicle's 
speed, location, and direction, V2X allows for proactive 
responses to potential risks and facilitates smoother 
interactions on the road. This interconnected ecosystem is 
central to the development of safer and more efficient 
traffic systems and the broader vision of autonomous 
vehicles that can operate with minimal human 
intervention[18]. 

 
2.1 Importance in ITS 
 

Within the ITS framework, V2X is pivotal for creating 
a dynamic and adaptive transportation network. ITS aims 
to harness advanced communication, control, and 
information technologies to improve road safety, reduce 
traffic congestion, and enhance overall transportation 
efficiency[19]. V2X communication, as a core component 
of ITS, enables vehicles to share real-time data on road 
conditions, potential hazards, and congestion patterns. For 
instance, vehicles equipped with V2V communication can 
receive alerts about sudden braking, lane changes, or 

obstacles on the road ahead, enabling drivers to respond 
more quickly to potential dangers. Similarly, V2I 
communication allows traffic lights to adapt in real time to 
changing traffic conditions, reducing congestion and 
waiting times at intersections. In cities with high traffic 
density, such as Singapore and Tokyo, adaptive signal 
control systems based on V2X communication have 
already shown positive results, reduced travel time and 
decreasing fuel consumption[20]. 

The significance of V2X in ITS also extends to 
emergency response. By enabling rapid and precise 
communication between vehicles and infrastructure, 
emergency vehicles can receive priority at traffic signals, 
allowing them to navigate more efficiently through 
congested areas. Additionally, V2X can provide real-time 
location data to emergency services during an accident, 
facilitating faster response times and potentially saving 
lives[21]. 

 
2.2 Evolution of V2X Technologies 
 

The evolution of V2X technology has been marked by 
significant advancements in communication protocols and 
network capabilities, evolving from basic short-range 
communication systems to high-speed, high-capacity 
cellular networks. 

 Dedicated Short-Range Communications 
(DSRC)[22]: DSRC was one of the first 
technologies developed for V2X applications. 
Operating in the 5.9 GHz band, DSRC offers low-
latency communication and is effective over short 
distances (typically up to 300 meters). DSRC has 
been widely adopted in Japan, where it is used in 
applications such as electronic toll collection, 
traffic signal prioritization, and safety warnings 
for pedestrians and vehicles. DSRC’s strengths lie 
in its dedicated spectrum and reliable performance 
for safety-critical applications. However, its 
limited range and inability to scale beyond a 
certain number of users make it less suitable for 
dense urban environments and applications 
requiring long-range communication. 

 Cellular V2X (C-V2X) with LTE and 5G[23]: 
With the emergence of LTE-V2X and the recent 
development of 5G-V2X, cellular technologies 
have become increasingly popular for V2X 
applications. Unlike DSRC, which is limited to 
short-range, line-of-sight communication, cellular 
V2X allows for extended coverage, making it 
suitable for urban and rural areas. LTE-V2X is 
designed to operate alongside traditional cellular 
networks, enabling a wide range of V2X 
applications without requiring additional 
infrastructure. For example, China has 
implemented LTE-V2X in several smart cities, 
providing vehicles access to real-time traffic data, 
navigation, and safety alerts. 

With the rollout of 5G, C-V2X has gained even 
more capabilities, including ultra-low latency, high data 
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rates, and improved reliability. These features are 
essential for advanced V2X applications such as 
cooperative adaptive cruise control, platooning, and 
automated lane merging, where rapid communication 
and synchronization are critical. For example, in 
Germany, 5G-V2X technology has been deployed along 
specific highway corridors, allowing for high-speed 
data exchange between vehicles and infrastructure, 
supporting platooning and other automated driving 
functions. The primary advantage of 5G-V2X is its 
ability to handle high data volumes and dense traffic 
scenarios. However, the high cost of 5G infrastructure 
and the need for widespread deployment remain 
significant challenges. 
 Comparison of DSRC and C-V2X[24]: Each 

technology has its strengths and limitations. 
DSRC is well-suited for short-range, low-latency 
applications and has the advantage of using a 
dedicated spectrum, making it highly reliable for 
safety applications. However, DSRC's limited 
range and inability to scale effectively in urban 
environments with high vehicle density restrict its 
broader use. On the other hand, LTE and 5G-
enabled C-V2X provide broader coverage and 
higher data rates, making them suitable for both 
safety-critical applications and infotainment. The 
limitations of C-V2X include dependency on 
cellular network infrastructure and associated 
costs, particularly for the high-speed and low-
latency requirements of 5G. 
 

2.3. Key Examples of V2X Implementation 
 

Several countries have adopted V2X technology to 
enhance their transportation systems, leveraging different 
technologies and applications according to local 
infrastructure and regulatory environments. 

 Japan (DSRC): Japan is one of the pioneers in 
deploying DSRC-based V2X systems. Its V2X 
infrastructure supports applications such as 
electronic toll collection and traffic signal 
prioritization, improving traffic flow and safety in 
urban areas. A notable example is Japan's ITS 
Spot Service, which provides in-vehicle 
information on traffic signals, toll stations, and 
weather conditions. While DSRC has proven 
effective in Japan's controlled traffic environment, 
its limited scalability and range are constraints for 
future long-distance communication 
applications[13]. 

 China (LTE-V2X)[25]: China has implemented 
LTE-V2X as part of its nationwide intelligent city 
initiatives. LTE-V2X technology allows vehicles 
to access real-time information on traffic 
conditions, weather, and navigation, enhancing 
driver awareness and road safety. The broad 
deployment of LTE-V2X in China is facilitated by 
the country’s extensive 4G infrastructure, 

enabling large-scale implementation without 
additional costs. However, as the country 
transitions to 5G, challenges in interoperability 
and upgrading existing infrastructure remain. 

 Germany (5G-V2X)[26]: Germany has focused 
on deploying 5G-V2X technology along its major 
highways, supporting advanced applications such 
as vehicle platooning, which allows vehicles to 
travel closely together in coordinated groups, 
reducing fuel consumption and increasing road 
capacity. In this setup, 5G’s ultra-low latency 
enables rapid data exchange and synchronized 
vehicle movements. While Germany’s 5G-V2X 
deployments highlight the potential of 5G for 
V2X, high infrastructure costs and the complexity 
of 5G deployment continue to pose barriers. 
 

2.4. Advantages and Disadvantages of V2X 
Technologies 
 

Each V2X technology offers distinct advantages and 
disadvantages, making them more suitable for different use 
cases. DSRC (Dedicated Short-Range Communication) is 
known for its reliable low-latency communication, 
dedicated spectrum, and maturity as a technology. 
However, it faces limitations such as a relatively short 
communication range and scalability challenges. It is less 
effective in high-density urban areas where the demand for 
communication can exceed its capacity. On the other hand, 
LTE-V2X provides broader coverage and benefits from 
existing infrastructure, making it suitable for both urban 
and rural environments. Despite these advantages, LTE-
V2X is constrained by the capabilities of LTE networks, 
including higher latency and limited data rates, as well as 
its reliance on cellular networks for communication. In 
contrast, 5G-V2X offers ultra-low latency and high data 
rates and is particularly well-suited for high-speed and 
advanced applications, such as autonomous driving. 
However, it also comes with drawbacks, including high 
infrastructure costs, complex deployment, and limited 
availability, particularly in regions where 5G infrastructure 
still needs development. 

The progression of V2X technologies from DSRC to 
LTE-V2X and 5G-V2X illustrates an ongoing evolution to 
meet the needs of connected and autonomous 
transportation systems. Each generation has built upon the 
strengths and addressed the limitations of previous 
technologies, advancing towards a future where fully 
autonomous and coordinated vehicles can operate safely 
and efficiently in real-world environments. Despite current 
challenges, V2X technology remains essential for realizing 
the vision of intelligent and adaptive transportation 
networks that can respond to and mitigate real-time 
challenges on the road 

III. TECHNOLOGICAL STANDARDS IN V2X 
DSRC (Dedicated Short-Range Communications) is 

the earliest technology specifically developed for V2X 
communication, designed for short-range (approximately 
300 meters) and low-latency interactions between vehicles. 
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While reliable for safety applications, its limitations in 
scalability and data throughput have led to the development 
of alternatives such as LTE-V2X and its successor, 5G-
CV2X. These cellular-based technologies enable higher 
data rates and lower latency, with 5G significantly 
enhancing capacity, connection density, and response times 
for advanced V2X applications and autonomous driving. 
Additionally, IEEE 802.11p, a wireless standard 
foundational to DSRC, and Cellular V2X (C-V2X), which 
leverages cellular networks for improved range, coverage, 
and reliability, are key advancements suitable for both 
urban and rural environments. 

IV. APPLICATIONS OF V2X COMMUNICATION  
4.1. Safety Applications 
 

V2X communication has a transformative impact on 
road safety by enabling vehicles to receive early warnings 
and share critical information with other road users and 
infrastructure. Safety applications of V2X are focused on 
preventing accidents and protecting all road users, 
including pedestrians, cyclists, and drivers. Critical safety 
applications include: 

 Collision Avoidance[27]: V2X communication 
allows vehicles to detect potential collision 
scenarios by exchanging data with nearby vehicles 
and infrastructure. For instance, if a vehicle brakes 
suddenly, nearby vehicles receive instant alerts, 
allowing drivers or automated systems to react 
accordingly. This type of alert is beneficial at 
intersections and in heavy traffic, where sudden 
stops can lead to chain-reaction collisions. 

 Blind-Spot Detection[28]: By sharing real-time 
location and speed data, V2X enhances the 
effectiveness of blind-spot detection systems, 
mainly when a vehicle may be in the driver's blind 
spot. Blind-spot detection enabled by V2X 
communication is highly effective for lane changes 
on highways and helps to reduce the risk of side 
collisions. 

 Lane-Change Assistance[29]: Lane-change 
assistance powered by V2X communication guides 
safe lane changes by monitoring the positions of 
nearby vehicles. This is particularly useful in multi-
lane highways and congested traffic, where lane 
changes can be risky. The system alerts drivers or 
autonomous systems to avoid a lane change if an 
obstacle or another vehicle is approaching. 

Countries like the United States and Japan have 
implemented pilot programs using V2X-enabled collision 
avoidance and blind-spot detection systems to improve 
highway safety. For example, Japan’s Smartway system 
integrates V2X-based lane-change assistance and collision 
avoidance, resulting in fewer accidents on major highways. 
However, the effectiveness of V2X safety applications 
depends on the number of equipped vehicles on the road, as 
a lack of V2X-capable vehicles can limit the full potential 
of collision prevention systems. 

 
4.2. Traffic Management 
 

V2X communication significantly improves traffic 
management by providing a more responsive and efficient 
approach to controlling traffic flow. Through data 
exchange between vehicles and infrastructure, V2X 
enables adaptive traffic management, which can adjust to 
real-time traffic conditions and support the coordination of 
various traffic control systems: 

 Dynamic Traffic Light Control[30]: V2X-enabled 
traffic lights can adjust signal timing based on real-
time data from approaching vehicles, optimizing 
traffic flow at intersections. This is particularly 
useful during peak hours or in high-traffic areas. In 
Singapore, adaptive signal control systems use 
V2X communication to detect the number of 
vehicles waiting at intersections, adjusting green 
light times to minimize congestion. 

 Ramp Metering[31]: V2X communication can 
improve ramp metering by allowing highway entry 
ramps to monitor approaching traffic and manage 
the rate of vehicle entry onto highways. In Los 
Angeles, ramp metering systems equipped with 
V2X capabilities regulate the flow of vehicles 
entering highways, resulting in smoother traffic 
flow and reduced congestion during rush hours. 

 Incident Response[32]: V2X enhances incident 
response by providing real-time data about 
accidents or road obstructions to traffic 
management centers. When an accident occurs, 
V2X-equipped vehicles and infrastructure can relay 
information about the location and severity of the 
incident to other drivers, enabling them to take 
alternative routes. Emergency response vehicles 
can also receive priority at traffic signals, reducing 
response times and enhancing overall safety. 

While V2X-based traffic management systems have 
shown significant promise, such as in the innovative city 
projects in China, challenges remain. For instance, traffic 
control systems require considerable investment in V2X 
infrastructure, and interoperability across different traffic 
management systems can be complex. 

 
4.3. Infotainment 
 

V2X communication also enhances the infotainment 
experience for drivers and passengers by providing 
seamless access to media, navigation services, and internet-
based applications. As vehicles become increasingly 
connected, infotainment services supported by V2X 
communication offer a more personalized and engaging 
experience: 

 Media Streaming and Internet Access[33]: V2X-
enabled infotainment allows passengers to stream 
media, browse the internet, and stay connected 
during their journey. For instance, V2X-equipped 
vehicles in Germany provide in-car streaming 
services for passengers on long journeys, 
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enhancing the travel experience by offering 
entertainment options beyond traditional radio 
and music players. 

 Real-Time Navigation and Route Assistance[34]: 
V2X communication supports real-time 
navigation by updating drivers on road conditions, 
traffic jams, and available parking spots. This 
service is precious in urban areas, where high 
traffic density can make it challenging to find 
efficient routes. For example, cities like Seoul and 
Tokyo use V2X technology to provide real-time 
navigation updates to drivers, helping them avoid 
congested areas and save time. 

 Enhanced Passenger Experience: By integrating 
V2X technology with advanced infotainment 
systems, manufacturers enhance the overall 
passenger experience. Features like hands-free 
voice controls, smart assistant integration, and 
multi-screen setups allow passengers to enjoy a 
seamless in-car experience. 

While V2X-enabled infotainment provides 
convenience and entertainment, it also presents challenges. 
Streaming services and high-speed data access require 
stable and high-capacity networks, which may only be 
available in some regions. Additionally, concerns regarding 
driver distraction and data privacy are important 
considerations. 
 
4.4. Environmental Impact 
 

V2X communication contributes to environmental 
sustainability by promoting eco-friendly driving practices 
and reducing the carbon footprint of vehicles. By 
optimizing traffic flow and minimizing idling times, V2X 
communication helps reduce emissions and fuel 
consumption, which is essential in the fight against climate 
change. Critical environmental applications include: 

 Eco-Driving Applications[35]: V2X-enabled eco-
driving applications provide drivers with 
recommendations on optimal speed, acceleration, 
and braking patterns to reduce fuel consumption. 
These applications analyze data from surrounding 
vehicles and infrastructure to suggest the most 
efficient driving practices. For example, V2X-
based eco-driving systems in the Netherlands 
encourage fuel-efficient driving, resulting in 
lower emissions and reduced fuel costs. 

 Smart Traffic Signals and Idling Reduction[36]: 
V2X-enabled intelligent traffic lights can reduce 
idling times by adjusting real-time signal timings 
to match traffic flow. This approach helps prevent 
unnecessary stops and starts, lowering fuel 
consumption and emissions. In several European 
cities, intelligent traffic signal systems have been 
implemented to reduce idling, particularly in high-
traffic areas. 

 Eco-Routing[37]: V2X-based eco-routing 
applications provide drivers with route options 

that minimize fuel consumption, taking into 
account traffic conditions, elevation changes, and 
speed limits. These applications are beneficial for 
reducing emissions in urban areas and 
encouraging sustainable driving habits. 

While V2X has a positive environmental impact, 
challenges exist in implementation. Eco-driving and eco-
routing applications rely on the widespread adoption of 
V2X technology, which can be costly for both consumers 
and municipalities. Additionally, the environmental 
benefits are maximized when many vehicles on the road are 
V2X-enabled. 

V. CHALLENGES IN V2X COMMUNICATION 
V2X communication systems encounter multiple 

technical challenges that impact their reliability, scalability, 
and effectiveness. Among these, latency, signal 
interference, network reliability, and interoperability 
between different communication standards are 
particularly significant: 

 Latency Issues[16]: V2X applications often 
require real-time or near-real-time data 
transmission to ensure timely responses to road 
conditions and potential hazards. However, 
maintaining low latency in V2X networks can be 
difficult, especially in high-density environments 
or areas with significant network congestion. For 
instance, collision avoidance systems need 
minimal latency to alert drivers or autonomous 
systems of immediate dangers. Latency issues, if 
unresolved, can compromise the effectiveness of 
safety applications, increasing accident risks. 
While technologies like 5G-V2X promise lower 
latency, their deployment still needs to be 
improved, restricting the full realization of V2X 
capabilities. 

 Signal Interference[38]: V2X communications 
operate over shared radio frequencies, leading to 
potential interference from other vehicles, 
devices, and environmental factors. Urban areas 
with dense traffic, multiple wireless signals, and 
tall buildings can worsen interference, affecting 
communication quality and reliability. For 
example, Dedicated Short-Range Communication 
(DSRC) has shown vulnerability to interference in 
metropolitan settings, impacting its performance. 

 Network Reliability[9]: Ensuring uninterrupted 
V2X communication is essential, particularly for 
safety applications. However, network reliability 
can fluctuate due to tunnel signal loss, poor 
connectivity in rural areas, and network 
congestion in densely populated areas. V2X 
reliability could be more consistent across 
geographical locations, creating challenges for 
standardization. 

 Interoperability[39]: V2X technologies include 
DSRC, LTE-V2X, and emerging 5G-C-V2X 
standards, each with unique characteristics and 
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compatibility issues. Vehicles and infrastructure 
may use different V2X technologies, making 
communication difficult. For example, if a DSRC-
equipped vehicle interacts with 5G infrastructure, 
it may not communicate seamlessly. A lack of 
interoperability limits V2X adoption and 
challenges regulatory agencies in defining 
universal standards. 

V2X communication introduces significant security 
and privacy challenges, as the system relies on 
continuously exchanging sensitive data between vehicles, 
infrastructure, and networks. Cybersecurity risks and 
privacy concerns are paramount in V2X design and 
deployment: 

 Cybersecurity Risks[2][40]: V2X networks are 
vulnerable to various cyber threats, including 
spoofing, data interception, and hacking, which 
could allow malicious actors to control or disrupt 
vehicle communications. For instance, spoofing 
attacks can create fake traffic alerts, causing 
unnecessary slowdowns or potential accidents. 
Unauthorized access to V2X systems could also 
allow hackers to interfere with vehicle functions, 
posing direct threats to driver and passenger 
safety. The large attack surface and high-stakes 
nature of V2X communication make 
cybersecurity an essential consideration. 

 Data Privacy[41]: V2X communication often 
requires transmitting personal and vehicle data, 
such as location, speed, and driving behavior. 
Without robust data privacy measures, there is a 
risk that personal information could be misused or 
exploited. Location tracking and data sharing 
concerns could deter individuals from using V2X-
enabled vehicles. Additionally, privacy 
regulations, such as the General Data Protection 
Regulation (GDPR) in Europe, mandate stringent 
data protection protocols, adding complexity to 
V2X implementation. 

 Policy and Regulatory Challenges[42]: 
Addressing cybersecurity and privacy in V2X 
networks involves creating comprehensive 
policies and standards. Governments must 
collaborate with industry stakeholders to establish 
regulations that ensure the security and privacy of 
V2X data without stifling innovation. However, 
finding a balance between privacy protections and 
the need for real-time data sharing remains 
challenging. 

The deployment of V2X infrastructure requires 
substantial investment, planning, and logistical 
coordination. Implementing and maintaining V2X 
infrastructure can be incredibly challenging in urban areas 
with dense populations, complex traffic networks, and 
legacy systems that may not be compatible with modern 
V2X technologies: 

 High Costs of Infrastructure[43]: Building V2X 
infrastructure involves significant costs, from 

installing roadside units (RSUs) to upgrading 
existing traffic systems to support V2X. High-
density cities which would benefit most from V2X 
deployment, often face budget constraints and 
competing infrastructure demands, making it 
challenging to prioritize V2X. Additionally, in 
rural or less populated areas, where there is less 
demand for advanced traffic management, the 
financial justification for V2X infrastructure 
investment is limited. 

 Deployment Complexity in Urban 
Environments[44]: Dense urban areas present 
unique challenges, as the integration of V2X 
infrastructure must coexist with pre-existing 
traffic systems and infrastructure. Installing RSUs 
at intersections, highways, and other high-traffic 
zones requires precise planning to avoid 
disrupting existing systems. Furthermore, urban 
landscapes with tall buildings can impact V2X 
signal quality, necessitating additional 
infrastructure investments to ensure seamless 
communication. 

 Legacy Systems and Compatibility: Many cities 
still rely on older traffic management systems 
incompatible with V2X technology. Integrating 
V2X with legacy infrastructure requires 
significant upgrades and, in some cases, complete 
replacements. Compatibility issues can slow down 
V2X adoption, as infrastructure owners must 
weigh the costs and benefits of upgrading. 

 Policy and Standardization Gaps: Governments 
and regulatory bodies must develop standardized 
V2X policies to achieve widespread adoption. 
However, there has yet to be a global consensus 
on V2X technology standards, making it 
challenging for automotive manufacturers and 
infrastructure developers to commit to a single 
solution. Standardization is especially relevant as 
countries adopt different V2X standards, such as 
DSRC or C-V2X. With regulatory alignment, 
V2X deployment may remain cohesive. 

Beyond technical, security, and infrastructure 
challenges, V2X communication faces policy-related 
challenges that can impact its deployment and 
effectiveness. These include regulatory alignment, data 
governance, and public-private partnerships: 

 Regulatory Alignment[45]: Developing 
universal V2X standards and regulations is 
essential for interoperability across regions and 
countries. However, governments vary in their 
approach to V2X policies, which can create 
complications for global automotive companies 
and infrastructure developers. Harmonizing 
standards on a regional or international level 
would enable smoother V2X adoption but requires 
extensive collaboration. 
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 Data Governance and Usage[46]: The success of 
V2X systems depends on the ability to share data 
effectively between vehicles and infrastructure. 
Developing clear policies on data usage, 
ownership, and sharing is essential to foster 
stakeholder collaboration while protecting user 
privacy and security. Data governance 
frameworks that support V2X must address who 
controls the data, how it is used, and how it can be 
shared across organizations. 

 Public-Private Partnerships (PPPs)[47]: 
Implementing V2X on a large scale often requires 
cooperation between government agencies and 
private companies. Effective PPPs can provide the 
resources, expertise, and funding necessary for 
V2X deployment. However, forming these 
partnerships requires careful negotiation to 
balance public interests with commercial goals, 
which can delay projects if not managed 
effectively. 

.  

VI. FUTURE DIRECTIONS IN V2X 
COMMUNICATION 

 
The evolution of V2X communication will be shaped 

by advancements in connectivity technologies, data 
processing capabilities, and artificial intelligence (AI)[48]. 
These developments promise to expand V2X capabilities, 
bringing it closer to supporting fully autonomous vehicles 
and enhancing its potential for transforming global 
transportation systems. However, realizing these future 
directions requires addressing policy, regulatory, and 
infrastructure-related factors, especially in countries with 
varying technological and infrastructural maturity levels. 

 
6.1. Enabling Ultra-Reliable and Low-Latency 
Communication 
 

The rollout of 5G technology marks a significant 
advancement for V2X communication, as it introduces 
Ultra-Reliable Low-Latency Communication (URLLC) 
and Massive Machine-Type Communication (MTC), both 
critical for real-time, high-density data exchanges in V2X 
systems. 

 5G’s Impact: 5G technology enables data transfer 
rates 10 to 100 times faster than 4G LTE, reducing 
latency to milliseconds. This low latency is 
essential for applications that require immediate 
feedback, such as collision avoidance and 
autonomous driving. For example, in scenarios 
involving rapid vehicle movements and complex 
maneuvers, 5G can facilitate immediate 
communication between vehicles and 
infrastructure, minimizing response times and 
enhancing safety. Countries with robust 5G 
infrastructure, like South Korea and Japan, are 
already piloting V2X applications in urban 

settings, demonstrating its feasibility for high-
traffic environments. 

 Looking Ahead to 6G: The potential of 6G, 
expected to be available by the 2030s, is even 
more promising. With higher frequency bands, 
increased bandwidth, and enhanced AI 
integration, 6G will support real-time, data-
intensive applications required for fully 
autonomous vehicles. Additionally, 6G will likely 
improve coverage and connectivity in remote 
areas, expanding V2X applicability beyond urban 
centers. In countries with advanced infrastructure, 
6G may allow for the deployment of autonomous 
fleets on a broad scale. In contrast, in countries 
with developing infrastructure, 6G can contribute 
to improving connectivity, thus aiding in the 
development of V2X foundations. 
 

6.2 Edge Computing and Artificial Intelligence in V2X 
 

The convergence of edge computing and AI within 
V2X communication is poised to enable faster data 
processing at the network edge, significantly reducing 
latency and improving real-time decision-making. 

 Edge Computing in V2X: With edge computing, 
data processing, and analytics can occur closer to 
the data source, such as on-road sensors or in-
vehicle devices, rather than relying solely on 
distant cloud servers. This is critical in V2X 
applications, where milliseconds can make a 
difference. Edge computing will reduce network 
congestion, ensure data privacy, and improve 
response times. In high-density urban 
environments, edge-based V2X systems can 
support traffic management systems that 
dynamically adjust to real-time traffic flow and 
road conditions. For instance, vehicles can access 
immediate hazard alerts and adapt routes in 
response to traffic patterns. 

 AI Integration for Predictive Capabilities: AI-
driven V2X systems can offer predictive 
capabilities, such as forecasting traffic congestion, 
detecting hazardous conditions, and enabling 
dynamic route adjustments. Additionally, AI can 
facilitate predictive maintenance, analyzing 
vehicle performance, and predicting potential 
mechanical issues before they occur. Integrating 
AI could lead to intelligent cities in countries with 
advanced infrastructure where transportation 
systems proactively adjust to optimize traffic 
flow, reduce emissions, and increase public safety. 
AI integration might initially focus on enhancing 
essential V2X functions for countries with limited 
infrastructure, such as traffic incident alerts and 
emergency vehicle prioritization. 
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6.3. Towards Fully Autonomous Vehicles 
 

The integration of V2X communication is a 
cornerstone for the future of autonomous vehicles, enabling 
coordinated decision-making and safer navigation in 
complex traffic scenarios. 

 V2X as the Foundation for Autonomy: 
Autonomous vehicles require constant data about 
their surroundings to make safe driving decisions. 
V2X communication provides this data, extending 
the range and reliability of information available 
to autonomous systems. For example, an 
autonomous vehicle with V2X can receive signals 
about traffic light changes, pedestrian movements, 
and other vehicles' positions, enabling more 
accurate navigation through intersections or 
congested areas. Autonomous fleets equipped 
with V2X can optimize routes, adjust speeds, and 
synchronize movements, reducing traffic 
congestion and improving road safety. 

 Integration with Electric Vehicles (EVs): As the 
world moves toward sustainable transportation, 
integrating V2X with electric vehicles (EVs) 
presents a significant opportunity. V2X can help 
optimize charging station usage by directing EVs 
to available charging points, especially during 
peak hours. Moreover, V2X can facilitate energy-
efficient route planning for EVs, reducing range 
anxiety by ensuring access to charging 
infrastructure when needed. Countries with well-
developed charging networks, such as Norway 
and the Netherlands, could see even more 
significant benefits, while those with emerging 
EV markets could leverage V2X to enhance 
charging accessibility. 
 

6.4. Policy and Infrastructure Considerations 
 

The success of these future directions depends heavily 
on policy alignment, regulatory frameworks, and 
infrastructure investment. Countries with advanced 
infrastructure may adopt these V2X advancements more 
readily, while those with limited infrastructure face 
additional hurdles that require targeted policy and 
investment. 

 Investment in Infrastructure: In countries with 
developed infrastructure, investment can focus on 
expanding 5G/6G networks, establishing edge 
data centers, and integrating AI-driven solutions. 
This is likely to accelerate the deployment of V2X 
systems, particularly in urban areas. Conversely, 
initial investments in countries with 
underdeveloped infrastructure should target 
establishing foundational V2X systems and 
connectivity networks to build a foundation for 
future advancements. 

 Standardization and Regulatory Frameworks: 
Establishing universal standards for V2X 

communication is essential to ensure 
compatibility across borders and facilitate global 
adoption. Countries with advanced V2X policies, 
such as the European Union, have made 
significant strides in defining regulatory 
guidelines for V2X and autonomous vehicles, 
setting an example for other regions. For nations 
lacking regulatory frameworks, there is an urgent 
need for government and industry collaboration to 
establish foundational standards that support 
interoperability and data privacy. 

 Data Privacy and Cybersecurity Policies: 
Protecting user data and preventing cyberattacks 
are critical in V2X systems that process large 
volumes of sensitive information. Countries 
leading in V2X deployment must set stringent 
cybersecurity protocols to prevent unauthorized 
access and maintain data privacy. Policymakers in 
all countries must establish clear guidelines 
around data ownership, usage, and sharing to build 
public trust and ensure safe adoption. 

The future of V2X communication is prosperous with 
potential, from enhanced safety applications to the 
integration of fully autonomous and electric vehicles. 
While countries with advanced infrastructure are poised to 
benefit more quickly, those with limited infrastructure can 
strategically build foundational V2X systems and create 
supportive policies that prepare for the gradual adoption of 
these advancements. Ultimately, realizing V2X's full 
potential will depend on coordinated efforts in technology 
development, regulatory support, infrastructure 
investment, and international collaboration to create a safer, 
more efficient, and sustainable transportation ecosystem. 
 

VII. CONCLUSION 
V2X communication has emerged as a transformative 

technology within ITS, potentially enhancing road safety, 
improving traffic management, and supporting the shift 
toward autonomous and connected vehicles. By facilitating 
real-time data exchange among vehicles, infrastructure, and 
other road users, V2X communication can significantly 
contribute to safer and more efficient transportation 
systems. Through safety, traffic management, 
infotainment, and environmental applications, V2X holds 
promise for addressing contemporary transportation 
challenges, including congestion, emissions, and accident 
rates. However, the deployment of V2X technology faces 
various challenges, such as technical limitations, security 
and privacy concerns, and the need for substantial 
infrastructure investments. Addressing these challenges 
will require technological advancements—such as 5G and 
6G networks, edge computing, and AI integration—and 
robust policy frameworks prioritizing cybersecurity, 
interoperability, and data privacy. Countries with 
developed infrastructure may lead the way in adopting 
these technologies, while nations with less advanced 
infrastructure face unique obstacles that call for gradual 
development and strategic investment. 

Looking forward, the future of V2X communication 
lies in embracing emerging technologies like 5G, 6G, edge 



JISA (Jurnal Informatika dan Sains)   e-ISSN: 2614-8404 
 Vol. 08, No. 01, June 2025   p-ISSN: 2776-3234  
        

 
JISA (Jurnal Informatika dan Sains) (e-ISSN: 2614-8404) is published by Program Studi Teknik Informatika, Universitas Trilogi 
under Creative Commons Attribution-ShareAlike 4.0 International License.  

  39 
 

computing, and AI, which will enhance V2X capabilities 
and support fully autonomous driving. Integrating V2X 
with electric vehicle ecosystems further reinforces its role 
in sustainable transportation by optimizing resource use 
and supporting eco-friendly driving practices. For 
successful global implementation, coordinated policy, 
investment, and standardization efforts are essential. 
Ultimately, V2X communication represents a pivotal step 
toward realizing a safe, efficient, and sustainable 
transportation future, benefiting both urban and rural 
environments and developed and emerging economies 
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